https://doi.org/10.1007/sxxXXX-yyy-zzzz-1

RESEARCH ARTICLE

PhantomHunter: Detecting Unseen Privately-Tuned
Generated Text via Family-Aware Learning

LLM-

Yehan YANG">", Yuhui SHI'>*, Qiang SHENG'?, Hao MI"2, Beizhe HU'2, Chaoxi XU!?, Juan CAO'*B<]

1. Institute of Computing Technology, Chinese Academy of Sciences, Beijing 100190, China
2. University of Chinese Academy of Sciences, Beijing 100049, China

Received month dd, yyyy; accepted month dd, yyyy
E-mail: caojuan@ict.ac.cn. * These authors contributed equally to this work.
© Higher Education Press 2026

Abstract

With the popularity of large language models (LLMs), undesirable societal problems like misinformation production and academic misconduct
have been more severe, making LLM-generated text detection of unprecedented importance. Though existing methods have made remarkable
progress, they mostly consider publicly known LLMs for testing the performance, and the new challenge brought by text from privately-tuned
LLMs is largely underexplored. Due to the rapid development of open-source models like the Qwen and LLaMA series, even ordinary users
can now easily possess private LLMs by further tuning an open-source one with private corpora. This could lead to a significant performance
drop of existing detectors (by 41% at most in our preliminary study), due to their poor capability of capturing the essential LLM traits robust to
fine-tuning operations. To address this issue, we propose PhantomHunter, an LLM-generated text detector specialized for detecting text from
unseen privately-tuned LLMs. Instead of memorizing individual characteristics, PhantomHunter’s family-aware learning framework captures
family-level traits shared across the base models and their derivatives. It first extracts base model features and distills them into a lightweight
proxy module for deployment efficiency consideration, followed by a contrastive family-aware learning module that enhances the family-shared
information. The enhanced features are then fed into a mixture-of-experts module containing multiple experts for corresponding families for
final predictions. Experiments on data from four widely-adopted LLM families (LLaMA, Gemma, Mistral, and Qwen) show PhantomHunter’s
superiority over 9 baselines and 11 industrial services. Our code is available at https://github.com/I[CTMCG/Phantomhunter.
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B 1 Introduction open-source LLM community. With the help of platforms like Hug-
gingFace' and efficient LLM training techniques like low-rank adap-
tation (LoRA) [7], building fine-tuned LLMs with customized private
datasets has become much easier than before. For instance, there have

Large language models (LLMs) have successfully revolutionized the
way people organize and produce text and inspire productivity in a

wide range of applications [1]. However, undesirable societal problems

caused by the misuse of LLMs also rapidly emerge, such as cheating been over 200k Qwen-based and 85k Llama-based derivative models

in academic writing [2], creating misinformation [3], and accelerating ~ On HuggingFace [8,9]. As shown in figure 1, after private fine-tuning

on unknown corpora, the learned characteristics of base models could

information system pollution [4]. As the front-line barrier against

such threats, automatic detection techniques of LLM-generated text ~change, and the LLMGT detectors would fail (will empirically show

(LLMGT) are now of unprecedented importance and attract researchers 11 the following section), shaping a new risk that malicious users can

from both academia and industry. generate harmful texts privately without being caught by LLMGT de-

tectors. A new challenge arises: How could we detect text generated

LLMGT detection generally distinguishes human-written and LLM- .
by privately-tuned open-source LLMs?

generated text via binary classification. Existing methods either learn his q Ivsis of diff
common textual features (e.g., stylistic clues [5]) shared across LLMs To address this issue, we first conduct an analysis of differences

. . . . C . between the base LLMs and their derivative models via fine-tuning
using representation learning or design distinguishable metrics be-

tween human and LLM texts based on LLMs’ internal signals (e.g., on data of different tOplCS: .The. result reveals that, compared to other
token probabilities [6]). For both categories, their tests were mostly models, the token probability lists for text from the fine-tuned LLM

conducted on data from publicly available LLMs, assuming that users are more similar to those from the base LLM, exhibiting clear “fam-

generate text using public, off-the-shelf services. We argue that this
situation is being changed due to the recent development of the

ily traits.” Inspired by this finding, we propose to perform family-

'https://huggingface.co/models
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Fig.1
Existing detectors may successfully identify text generated by the original open-source
LLM, but fail to detect text generated by the privately fine-tuned one due to its reliance on
non-shared features among the base and fine-tuned LLMs, causing incorrect detection.

lustration of how private fine-tuning LLMs affects LLM-generated text detection.

aware learning by extracting probabilistic features of base models and
design PhantomHunter, a detector targeted at text generated by un-
seen, privately-tuned LL.Ms. PhantomHunter consists of three main
components: First, it obtains probability features from widely known
base LLMs such as Qwen and LLaMA, and then distills them into
a lightweight proxy module to improve deployment efficiency. The
features are then enhanced using a contrastive family-aware learning
to better preserve the family-level traits shared across the text pieces
from both the base model and the fine-tuned derivative models. The
enhanced features are fed into a Mixture-of-Experts (MoE) module
that contains multiple expert modules specialized in detecting texts
from specific LLM families. Finally, the collective judgment of the
given text being LLM-generated or not is made by the gate mechanism
controlled by the family prediction results. Experiments against base-
line methods from both previous literature and the real-world industrial
services demonstrate that our proposed PhantomHunter could better
capture family-level traits and effectively detect generated text from
unseen privately-tuned LLMs.
Our main contributions are summarized as follows:

¢ New Risk: We empirically expose the new risk that current LLM-
generated text detectors may fail to detect text from privately-tuned
open-source LLMs, even having been trained on text from the base

version.

* New Method: We propose PhantomHunter, which is trained via
family-aware learning to learn common traits shared in typical open-
source LLM families and can identify text generated by privately-
tuned LLMs.

* High Performance: We construct a new dataset containing texts
in academic abstracts and Q&A genres generated by humans and
four widely-adopted LLM families (LLaMA, Gemma, Mistral, and
Qwen) for evaluation. Experiments show that PhantomHunter out-
performs 9 baselines and 11 industrial services.
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Fig. 2  Detection accuracy for LLM-generated text with increasing amounts of fine-

tuning data.

M 2 Preliminaries: How Does Fine-tuning Affect LLM-Generated
Text Detection?

2.1 Impact of Fine-tuning on Detectability

To explore the extent to which fine-tuning affects the performance
of LLM-generated text detectors, we fine-tuned LLaMA-2 7B using
the arXiv abstract corpus and saved checkpoints at different fine-tuning
steps, which were then used to generate test samples. We experimented
on two detectors, ROBERTa (semantic-based; [5]) and SeqXGPT
(probability-based; [10]). Figure 2 displays their decaying trends
in accuracy as the fine-tuning corpus size increases. For the LLM
fine-tuned on 11.3M tokens, SeqXGPT, which performs almost perfect
at detecting text pieces from the original LLM, even encounters an
astonishing accuracy drop of 41%.

2.2 Impact of Fine-tuning on Features

Experimental Settings. We fine-tuned four open-source LLMs, in-

cluding LLaMA, Gemma, Mistral, and Qwen, using two sets of cor-
pora from different domains (computer science and physics, see the
Dataset Construction section for details) and collected responses from
12 model variants in total: 4 base models and 8 LoRA fine-tuned mod-
els (2 domains x 4 base models). All responses were generated under
identical decoding configurations (here, temperature = 1.0, top-p =
0.95) to ensure consistency.

Method. We implement a cross-model behavioral consistency anal-
ysis to compute a relative negative log-likelihood (NLL) distance.
For a given source model S and target model 7, we extract their
[67.¢5,---.63) and NLLy =
-, €I over the same input sequence, where ¢; = —log p;

respective NLL sequences NLLg =
[gIT, ng, ..
represents the negative log-likelihood loss of the i-th token with pre-
dicted probability p;.The smaller ¢ value indicates higher confidence
and higher probability for the corresponding token. Therefore, to mea-
sure the overall consistency between their predictive behaviors, we

compute the normalized similarity score based on the complement of
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Fig.3 Heatmap of cross-model similarity measured by the complement of relative NLL
distance. Rows indicate source models and columns indicate target models, covering 12
variants across four model families and two training domains.
higher similarity.

Darker colors indicate

relative NLL distance:

|Z?:1 [ i=1 fzs

dist(NLLg, NLLy) = 1 — s
i=1"i

, M
We aggregated these scores across all test samples to obtain the aver-
age similarity for each source-target model pair. The resulting 12x12
similarity matrix was visualized as a heatmap (Figure 3), with color in-
tensity ranging from 0.5 to 1.0 to highlight the similarity in cross-model
prediction patterns, providing insights into which model combinations
exhibit stronger behavioral alignment.

Findings and Inspiration. From Figure 3, we intuitively observe that
the probability lists of LLMs from the same family are more similar

to each other, and different from those of the others, which shows
significant “family traits.” Despite exceptions, an overall trend of
family-wise LLM similarity persists. Exceptions may be caused by the
characteristics of different families and the coarse-grained metric. This
observation reveals that the probability lists of the base models could
be useful for modeling unseen fine-tuned ones. However, such “family
traits” are not fully exploited by existing detectors because they treat all
LLMs equally and may only learn the commonality across all involved
LLMs (regarding the 12x12 area in the heatmap), not the family-level
commonality (regarding every 3x3 areas), shaping a looser boundary
against human text. Targetedly, we design PhantomHunter to learn

such traits to address this issue.

B 3 Proposed Method: PhantomHunter
PhantomHunter is a family-aware learning-based detector for unseen,
privately-tuned LLM-generated texts. The key insight behind Phan-

tomHunter is to model the inherent family-level features shared be-
tween base LLMs and their fine-tuned descendants. Building on these
observations, PhantomHunter employs a family-aware learning ap-
proach to detect texts from unseen, privately-tuned LLMs. As illus-
trated in Figure 4, the architecture consists of three main components:
1) A base probability feature extractor, 2) a contrastive learning-based
family encoder, and 3) a mixture-of-experts detection module, which
will be detailed below.

3.1 Base Probability Feature Extraction
Feature Extraction. For a given text sequence X, we pass it through

M base LLMs {61, 0,,---
RMXN:

,0p} to obtain the probability lists pys €

pM =(p”,p%,---,p™), )
(pl ,p2 ,pN) N is the text sequence length, M
is the number of base models (i.e., families), and p J.‘ represents the

where p¥% =

probability of generating token x; given context x.; using LLM 6;.
Probability List Alignment. To address the discrepancy in the lengths

of token-wise probability sequences caused by the different tokeniz-
ers of the base models in PhantomHunter, we adopt the alignment
strategy proposed by Sniffer [11] and SeqXGPT [10].
we implement a sampling and truncation strategy that utilizes “word”

Specifically,

as unified anchors. First, the model identifies the common semantic
starting point of the sequences using the initial index lists from each
tokenizer, thereby eliminating head-side variances caused by prompt
offsets. Subsequently, token-level features of varying granularities are
aligned to the original word-flow space of the text. Through a two-
stage process involving local maximum length calculation within each
batch and global padding/truncation to a predefined maximum length
(max_len), the non-uniform probability distributions from multiple
models are aggregated into a unified feature matrix L = [Iy,...,I].
In this matrix, each word-level feature vector /; consolidates the log-
likelihood characteristics of different models for the same semantic
unit, achieving a rigorous word-wise alignment for multi-task model-
ing.

Lightweight Proxy Module Learning. A key bottleneck in deploy-

ing the proposed detection framework is that obtaining token-level
probability lists requires forward passes through every base LLM at
inference time, incurring computational overhead proportional to the
number of base models. To eliminate this dependency, we introduce
a lightweight proxy module P that learns to approximate the base
probability list directly from the input text. Concretely, P4 consists of
a frozen RoBERTa encoder and a two-layer MLP. The frozen encoder

RBXNxdr \where B

first maps the input text into hidden states H €
denotes the batch size, N denotes the sequence length, and d, denotes
the hidden dimension of ROBERTa. The MLP then predicts the proxy
probability list Py; € RE*MXN imitating the base probability list
Py € REXMXN oxtracted from the M base LLMs. Each element in
Py or Py corresponds to the token-level probability feature.

The proxy module is trained jointly with the downstream detector

through an MSE distillation loss:

-Eproxy = ”f)M - PM”; . 3

1
B-M-N
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Fig.4 Overall architecture of PhantomHunter and the training process. Given a text sample X, it 1) extracts the probability feature from M base models and encode them with CNN
and transformer blocks; 2) predicts the family of X to determine the family gating weights; and 3) feeds the representation Rg to a mixture-of-experts network controlled by the gating
weights from Step 2 for final prediction of X being LLM-generated. During training, contrastive learning is applied in each mini-batch to better model family relationships. The red

terms are loss functions.

where B - M - N normalizes the squared error over all samples, base
LLMs, and token positions. This objective distills the probability list
of the M LLMs into a lightweight proxy. A challenge in proxy-based
training is the train-inference mismatch if the detector is trained exclu-
sively on P, but relies only on P, at test time, the distributional shift
between the two feature sources may degrade performance. To address
this, we employ a scheduled sampling strategy [12] that stochastically
combines the base and proxy probability lists during training. Specif-
ically, at epoch #, the framework constructs the feature input S}, as:

Si; = (1 =z)Py + 2Py, 2, ~ Bernoulli(p,), “)

where p; is the probability of using the proxy prediction. We further
adopt a curriculum learning schedule [13] in which both the sampling
probability p; and the proxy loss weight A, are linearly annealed from
0 to their target values over a warm-up period of W epochs:

t . t
W) * Pmax> A; = min (LW) * Amax» ©)

where ¢ denotes the current epoch. This gradual introduction ensures

p: = min (l,

that the detector first learns robust representations from high-quality
base probability lists before progressively adapting to proxy predic-
tions. At inference time, all base LLMs are dropped, and the proxy-
produced Py is directly used as Sy

We then use convolutional neural networks and Transformer en-
coders to extract features Ry € RM*4 from S where d denotes the
feature dimension.

Based on the feature source used during inference, we refer to
two versions of PhantomHunter: PhantomHunterp,s directly uses
the base probability lists Py, extracted from the M base LLMs as
input features. PhantomHunterp oy replaces the base LLMs with the
lightweight proxy module at inference time, using the proxy-predicted
Py as input features.
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3.2 Contrastive Family-Aware Learning

To better model family relationships in the feature space and enhance
the detector’s generalization within the same family, we treat sam-
ples from the same family as augmentations and employ contrastive
learning to enhance the representation Rr. Specifically, within each
mini-batch, texts generated by models from the same family as the
original text’s model are treated as positive examples, while others are
negative ones. We compute a SimCLR-style [14] contrastive loss L¢:

exp(5(R:, R2 /1)
LC:—ZIOg 22|b|1 . (§(R™, R )/t),
ieb j=1 [j#i]1€XP 0 Fj

Q)

where Ry /ﬁ’;‘l are the embeddings of the original/augmented sample,
respectively, ¢ is a dot-product function, and ¢ controls the temperature.
This contrastive objective optimizes the trainable CNN-Transformer
feature encoder in Step 1 that maps S}, to Rr. We use a multi-layer
perceptron (MLP) to classify the LLM family:

Yy = softmax(MLPg(RF)), @)
where $5 € {01,02,-- -, 0y} represents the predicted LLM family.

3.3 Mixture-of-Experts-Based Detection

Finally, we employ a mixture-of-experts network for binary classifica-
tion of human versus Al-generated text. Each expert detector special-
izes in detecting texts from specific LLM families, enhancing detection
performance. Specifically, we use the family prediction result 5 as
a gating signal to control the weighting of each expert’s prediction,
yielding the final binary judgment:

M
$p = Z $% - softmax(MLPg, (RF)), (®)
i1
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Table 1  Statistics of the corpora for fine-tuning.
ArXiv/Q&A Domain # Tokens
Computer Science (cs) 6,441,516
Physics (phy) 5,955,389
Others (oth; g-bio/stat/eess/math/q-fin/econ) 3,939,626
ELI5 202,658
Finance (fin) 234,787
Medicine (med) 254,292

where 9} represents the probability that the text belongs to the family
s € [0,1]
denotes the probability of the x being LLM-generated. We optimize

of base model 6; according to the family classifier.

the PhantomHunter model with:
L=0(Lr+LF)+ 2L+ 3L + 2 Lproxys ©)

where £y and £ represent the cross-entropy losses for family classi-
fication of x and X respectively, Lp is the cross-entropy loss for LLM
text detection, Lc is the contrastive 1oss, L,y is the MSE distil-
lation loss. A; (i = 1,2,3,4) are hyperparameters to balance the loss
items during the optimization. As shown in Figure 4, the updated pa-
rameters include: (1) the light weight proxy and the CNN-Transformer
feature encoder after the probability-list input in Step 1, (2) the family
predictor used for family-aware learning and gating in Step 2, and (3)
the family-specific detectors in the MoE module during Step 3.

PhantomHunter captures inherent signatures that persist through
fine-tuning by learning family-level features from observable fine-
tuned models derived from the same base LLMs, enabling the detec-
tion of unseen models from known families. Rather than focusing on
individual model characteristics, we emphasize shared patterns defin-
ing model families. This family-aware approach allows the detector to
generalize to unseen fine-tuned models by recognizing persistent prob-
ability patterns that remain after extensive fine-tuning. The method is
effective because fine-tuning primarily adapts a model’s behavior to
specific domains while preserving much of the underlying probabilistic
structure inherited from the base model.

B 4 Experiment

In this section, we conduct experiments to answer the following ques-
tions:

EQ1: How effective is PhantomHunter at detecting texts from unseen
fine-tuned LLMs?

EQ2: How do different components of PhantomHunter contribute to
its overall performance?

EQ3: How does PhantomHunter perform in diverse real-world set-
tings?

4.1 Dataset Construction

We fully simulate the two most common usage scenarios of LLM:
writing and question-answering. For writing, we collect 69,297 ab-
stracts of academic papers from the arXiv archive?, categorizing them
by primary subjects (domains). For Q&A, we collect 3,062 Q&A
pairs in ELIS, finance, and medicine domains from HC3 dateset [5].

thtps ://arxiv.org/archive/

Table 2 Statistics of the evaluation dataset for privately-tuned LLMGT detection. FT
Domain: Domains of data for LLM fine-tuning (“base” denotes no fine-tuning).

Dataset  Source FT Domain #Samples
LLaMA  base/phy/oth 1,564/1,969/1,971
Gemma base/phy/oth 1,604/1,455/1,457
Train Mistral base/phy/oth 1,778/1,877/1,826
2 Qwen base/phy/oth 1,640/1,546/1,543
% Human - 1,145
LLaMA cs 2,076
Gemma cs 1,540
Test Mistral cs 2,002
Qwen cs 2560
Human - 208
LLaMA base/med/ELI5 680/256/220
Gemma  base/med/ELIS 680/256/220
Train Mistral ~ base/med/ELI5 680/256/220
< Qwen  base/med/ELI5 680/256/220
% Human - 5,780
LLaMA fin 204
Gemma fin 204
Test Mistral fin 204
Qwen fin 204
Human - 806
Total 32,818

Table 1 shows the corpora size. Note that we merge subjects other than
physics and computer science for the arXiv part to balance fine-tuning
scales across domains. We select open-source LLaMA-2 7B-Chat [15],
Gemma 7B-it [16], Mistral 7B-Instruct-v0.1 [17],and Qwen2.5-7B-
Instruct [18] as base models. For each scenario, we fine-tuned each
base model using full-parameter fine-tuning (Full) and LoRA fine-
tuning on the corresponding 3 domain-specific corpora from arxiv and
Q&A, resulting in 48 derivative models. The details are as follows:

¢ Full fine-tuning was performed at the sft (supervised finetuning)
stage. The training configuration was set with a batch size of 1 per
device and gradient accumulation steps of 4. The learning rate was
set to 1.0e-5, and the maximum number of training epochs was 10.
A cosine learning rate scheduler was used with a warm-up ratio of
0.1. BF16 precision was enabled for efficient training, and the DDP
(Distributed Data Parallel) strategy was employed.

* LoRA fine-tuning [7] was performed with the LoRA rank set to 8,
and the training was conducted with a batch size of 1 per device,
gradient accumulation steps of 4, a learning rate of 1.0e-5, and
maximum number of epochs of 10, utilizing a cosine learning rate
scheduler with a warm-up ratio of 0.1, BF16 precision for efficient
training.

We then generate abstracts with 4 base models and 12 arXiv-based
derivative models, and answers with the same base models and 12
Q& A-based derivative ones. For the arXiv dataset, we designate LLMs
fine-tuned on computer science (cs) data as unseen ones, reserving
them exclusively for testing. And for the Q&A dataset, we designate
LLMs fine-tuned on finance (fin) data as unseen ones, which means it
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Table 3  FI scores for human-written (Human), LLM-generated (Gen), and both (Macro) and AUC for unseen fine-tuned LLM-generated text detection. The two best results in
each metric are bolded and underlined. TDThreshold applies a threshold to the TDT score, while TDTsyR trains an SVR using three wavelet-band features. PhantomHuntergase uses
probability lists from four base LLMs, while PhantomHunterpoxy uses the default MSE-trained lightweight proxy.

arXiv Q&A
Method Full LoRA Full LoRA
Human Gen. Macro AUC Human Gen. Macro AUC Human Gen. Macro AUC Human Gen. Macro AUC
Training-Based Methods
RoBERTa 62.42 9854 80.48 97.63 65.61 98.66 82.13 93.16 84.30 95.12 89.71 98.72 58.12 78.03 68.07 99.75
T5-Sentinel 12.81 68.12 4047 1.30 6899 46.67 57.83 1.08 8492 81.68 8330 3.57 84.67 79.89 8228 7.42
SeqXGPT 81.21 99.52 90.37 91.27 93.15 99.77 96.46 70.37 8538 97.27 91.33 94.18 4828 79.13 63.71 95.18
DALD 14.13 9584 5498 72.81 17.76 96.86 57.31 7897 31.58 65.49 48.53 51.18 37.89 7592 5691 60.74
DeTeCtive 85.09 96.56 90.83 97.27 87.66 99.64 93.65 91.42 89.08 96.84 92.96 96.54 71.58 88.98 80.28 99.21
TDTsyr 53.52 9879 76.15 90.76 88.79 99.71 94.25 99.00 75.98 93.05 84.51 93.03 66.67 89.58 78.12 90.92
Training-Free Methods
DNA-GPT 66.29 9537 80.83 76.64 72.08 99.02 85.55 69.09 68.10 73.14 70.62 86.04 64.84 66.02 6543 96.33
DetectGPT 26.71 9550 61.11 85.56 52.53 9833 7543 79.27 5946 88.72 74.09 82.80 26.09 95.58 61.11 92.36
Fast-DetectGPT 36.82 96.18 66.50 96.04 90.82 99.78 95.30 93.27 81.03 93.90 87.47 96.62 7532 90.10 82.71 99.92
TDTThreshold 0 98.73 49.36 49.94 91.78 99.79 9579 9945 8251 95.11 88.81 96.11 78.79 94.89 86.84 95.07
Our Method: PhantomHunter
PhantomHuntergage  85.59 99.60 92.59 99.12 9581 99.89 97.85 98.22 90.67 97.36 94.01 99.70 89.91 97.26 93.58 99.99
PhantomHunterpyoxy 91.74  99.77 9576 99.91 91.15 99.75 9545 99.98 90.10 97.24 93.67 97.85 87.89 96.61 92.25 98.66
is only used as a test dataset. Detailed statistics of our experimental —hyperparameters in the loss function are set as 4; = 1.0, 1, = 1.0,

dataset are shown in Table 2, and the prompt templates are as follows:

Prompt Description: [Generating an abstract based on the
title of an academic paper, used in the arxiv scenario]
Instruction Prompt: [Write an abstract for the academic

paper titled [title].]

Prompt Description: [Generating an answer based on the
given question, used in the Q&A scenario]
Instruction Prompt: [question]

4.2 Experimental Setup
Implementation Details. In PhantomHunter, the CNN encoder com-

prises three convolutional layers followed by max-pooling, and the
Transformer encoder has two attention layers with four attention heads
each. The feature dimension d is set to 128. In detail, the probability
features are first fed into a five-layer one-dimensional convolutional
network f : L — Z. This module extracts local latent representa-
tions through specific kernel sizes (5, 3, 3, 3, 3) and uniform strides
(1, 1, 1, 1, 1), with channel dimensions varying across layers (64,
128, 128, 128, 64). Subsequently, the output is passed to a contex-
tual network g : Z — C, which consists of two Transformer encoder
layers configured with 4 attention heads and a 256-dimensional feed-
forward network. Equipped with fixed positional embeddings, this
module leverages self-attention mechanisms to capture contextual fea-
tures. For contrastive learning, we use a temperature ¢ of 0.07. The
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and A3 = 0.5, respectively. The model is trained using the Adam
optimizer with a learning rate of 2e-5 and a batch size of 32. We train
for 10 epochs and select the best-performing checkpoint based on the
validation set.

Evaluation Metrics. We report F1 scores on each testing subset (i.e.,

human-written and LLM-generated subsets) with a threshold of 0.5
and the macro F1. We also report the threshold-free metric AUC.
For comparison with commercial detectors, we add the true positive
rate under a 1% false positive rate to align with real-world scenarios,
following the recommendation from Tufts et al. [19].

Compared Baselines. We select the eight LLM-generated text de-

tection methods for comparison, covering both training-based and
training-free methods: RoOBERTa [5], T5-Sentinel [20], SeqXGPT [10],
DNA-GPT [21], DetectGPT [22], Fast-DetectGPT [23], TDT [24],
DALD [25], DeTeCtive [26]. The settings for all baselines are detailed
in the appendix.

4.3 Main Results (EQ1)

Table 3 presents the binary classification results (human vs. LLM-
generated) of PhantomHunter and baselines on unseen fine-tuned mod-
els. We have the following observations:

1) Compared to all baselines, PhantomHunter demonstrates supe-
rior performance in detecting texts from unseen fine-tuned models.
Across all four settings, both the base and proxy versions of Phan-
tomHunter consistently achieve Macro F1 scores above 92%, show-
ing balanced detection capability for both human-written and LLM-
generated texts. For full fine-tuning, PhantomHunter improves the
Macro F1 score over the best baseline by 4.93% and 1.05% on arXiv
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Table 4  Ablation results averaged over arXiv-Full, arXiv-LoRA, Q&A-Full, and
Q&A-LoRA. “w/ KL’ replaces MSE with KL divergence for proxy distillation. BFE:
Base probability feature extraction. CL: Contrastive learning. MoE: Mixture-of-experts.
The best results in each metric are bolded.

Method Human F1  Gen. F1 MacroF1 AUC
Base Version
PhantomHuntergge 90.50 98.53 94.51 99.26
w/o BFE 71.36 95.68 83.52 99.73
w/o CL 83.88 97.13 90.51 98.27
w/o MoE 81.92 96.79 89.36 98.11
Proxy Version
PhantomHunterpyoxy 90.22 98.34 94.28 99.10
w/ KL 86.87 98.34 92.60 98.91
w/o BFE 69.79 93.18 81.49 99.01
w/o CL 79.58 94.11 86.84 98.78
w/o MoE 87.77 97.66 92.71 99.16

and Q&A, respectively; for LORA fine-tuning, the improvements are
1.39% and 6.74%, respectively. This exhibits PhantomHunter’s detec-
tion capability for texts generated by unseen fine-tuned LLMs.

2) The fine-tuning approaches do not present consistent detectability
for different domains or detectors. In most cases, the generated arXiv
texts from LoRA-tuned LLMs are easier to detect than those from
full-tuned ones, while the situations are reversed for Q&A texts. This
difference may be attributed to the greater length of arXiv texts, which
could better reflect the effects of full parameter changes brought by
full fine-tuning. In such a comparison, PhantomHunter still keeps
balanced performance.

3) Some detectors show relatively low performance for the human
class, regardless of the class-wise balance of the training sets, indicat-
ing their difficulties in identifying human-written texts. We attribute
this failure to their inherent ignorance of family traits shared among
the base and derivative LLMs, which may shape a relatively blurred
boundary between human and LLM texts.

4) PhantomHunterp;oxy achieves competitive performance while re-
ducing inference costs. Compared with PhantomHunterg,s, the proxy
version avoids forwarding each input through the four base LLMs and
instead uses a lightweight proxy to approximate the probability lists.
Despite this cost reduction, its performance remains close to the base
version. This indicates that the proxy can preserve most family-aware
detection signals while making PhantomHunter more practical for de-
ployment.

4.4 Ablation Studies (EQ2)

To evaluate the contribution of each component, we conduct ablation
studies on both the base and proxy versions of PhantomHunter. All
ablation variants follow the same training and evaluation protocol as
the main experiments, and we report the average results over four
evaluation settings: arXiv-Full, arXiv-LoRA, Q&A-Full, and Q&A-
LoRA. For the base version, we remove the base probability feature
extractor (w/o BFE), contrastive learning (w/o CL), and the mixture-
of-experts module (w/o MoE), respectively. For the proxy version,
we apply the same component-level ablations and further evaluate the

Table 5 Performance of commercial detectors (%). The two best results are bolded
and underlined, respectively. Here, PhantomHunter refers to the light-weight proxy ver-
sion.

Method/Service TPR]%FPR FlHuman FlGen FlMacro
AlorNot 8.02 23.73 57.91 40.82
Aliyun 9.98 23.46 52.52 37.99
BlueEyes 34.23 50.61 89.54 70.08
Copyleaks 25.51 23.12 51.43 37.28
GPTZero 25.52 23.02 51.55 37.28
Originality.ai 25.51 23.01 51.50 37.25
Phrasly.ai 29.89 21.45 41.69 31.57
Sapling 24.66 60.80 94.76 77.78
TencentCloud 69.32 73.57 96.71 85.14
Turnitin 25.59 22.98 51.59 37.29
ZeroGPT 25.51 23.34 51.58 37.46
PhantomHunter 91.18 90.22 98.34 94.28

effect of the proxy distillation objective by replacing the default MSE
loss with KL divergence (w/ KL).

For the KL-loss variant, we follow the standard temperature-scaled
knowledge distillation formulation [27, 28] with 7 = 2.0. Specifically,
we define the temperature-scaled base and proxy distributions as

P P
e =U(_M), 0 =(,(_M),
T T

10)

where o (-) denotes the softmax operation along the token dimension,
and Py, and Py, follow the same definitions as in Section 3. The KL
distillation loss is computed as:

(1)

1 5 &I (1) 9pmn
TDIDIDI MM =

b=1m=1 n=1 bmn

Ly =1 (11)
Here, B, M, and N denote the batch size, the number of base LLMs, and
the truncated sequence length, respectively, while b, m, and n are their
corresponding indices. The factor 72 follows standard temperature-
The
results are shown in Table 4 and the corresponding PR curves are

scaled distillation and is used to preserve the gradient scale.

visualized in Figure 5.

From the results, we observe that removing any component leads to
a degradation of detection performance, especially for BFE, since it is
the probabilistic characterization of the base model that embodies the
family commonality. Without contrastive loss, the probability repre-
sentations of different family-generated texts become less distinguish-
able in the feature space. Due to the removal of the mixture-of-experts
module, the classifier is forced to find a decision boundary between all
family-generated texts and human texts without specializing in partic-
ular family models, which makes the learning process more difficult
and thus lowers the detection performance. Replacing the default MSE
distillation loss with KL divergence reduces Macro F1 from 94.28 to
92.60, suggesting that directly matching token-level probability lists
with MSE provides a more stable proxy learning signal in our setting.

4.5 Further Analysis (EQ3)
Comparison with Commercial Detectors. To validate the real-world

difficulties of text from privately-tuned LLMs, we test 11 accessible
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Precision-Recall Curves for Ablation Study
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Fig. 5 Precision-recall curves for the ablation study. The curves are computed by pooling the predictions over arXiv-Full, arXiv-LoRA, Q&A-Full, and Q&A-LoRA, and are shown
in the high-precision and high-recall region to better visualize the differences among ablation variants.

commercial detectors that support API calling with the whole test
set (Appendix 6). Due to the inaccessibility, we do not consider
the commercial detectors with the requirement of additional actions
besides API callings (e.g., Grammarly requires a subscription to the
enterprise plan first) or have strict constraints in request times (e.g.,
Zhuque Al Detector allows only 5 requests per day). We remove the

invalid samples for each detector.

We assume that commercial detectors have learned the traits of
the base models of involved families and been trained on a larger and
more diverse training corpus than ours, but were not specially trained
for defending against fine-tuning attacks. However, Table 5 shows
that PhantomHunter, trained on a small but focused dataset instead,
significantly outperforms the compared ones, again highlighting the
value of the proposed family-aware learning. We acknowledge that
this is not a completely fair comparison, but it shows the real-world
impacts of privately-tuned LLMs and how PhantomHunter may survive
under such attacks.

Generalizability Test on the Public Benchmark DetectRL To eval-
uate the performance of our framework on the public benchmark,

we conduct direct inference of PhantomHunter and compare baselines
trained on our corpus only against the representative public benchmark
DetectRL [29], which covers diverse LLMs and multiple domains. The
setting encompasses 4 distinct domains, including academic abstracts
from arXiv (specifically, completely different from the arXiv data in the
training set), news document summaries from XSum, creative writing
stories from Writing Prompts, and restaurant reviews from Yelp. Each
domain contains 1,008 samples, resulting in a total of 4,032 test in-
stances. This balanced multi-domain setting enables a comprehensive
evaluation of detection performance across different content types and
writing styles. We followed the parameter configurations and feature
extraction process from the main experiments described in our paper.
We did not perform any training on this dataset and only conducted
inference. From the results in Table 6, we see that PhantomHunter
achieves a macro F1 score of 80.22% (84.82% for human-written text
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and 76.15% for LLM-generated text). Across the multi-domain split
(arXiv, WritingPrompts, XSum, and Yelp), it retains an average macro
F1 score of 77.1%, confirming reliable cross-domain generalization
without domain-specific tuning.

A Practice of Including LLMs beyond Known Families. In this sec-

tion, we explore how to extend our framework to detect other families
(e.g., ChatGPT, Claude, and other closed-source LLMs) where base
model features are not available. In practice, AIGT detectors should
maintain good performance against both known and unknown family
models. Here, we show that PhantomHunter can be easily extended
to be compatible with LLMs beyond known families through a simple
modification. Specifically, an additional category “others” is added
to the label space of the family classifier MLPg, which is used as the
family label of these texts from models beyond known families, and
In detail,
we conduct two experiments. 1. We introduced GPT-40 mini® and

the number of experts in MoE is increased accordingly.

Claude-3.7 Sonnet* to generate texts, which were labeled as “others”.
These were used for training and testing. 2. Based on the experi-
ment above, DeepSeek-v3® and GLM-4-Air® were further introduced
during the evaluation phase as entirely new LLM families that were
unseen in training. Moreover, to further evaluate generalization to
different versions within the same series, we additionally introduced
Qwen3-8B-Base’ during the evaluation phase as an entirely new LLM
that was unseen in training. In addition, the settings followed those
of the main experiment. Table 7 shows that PhantomHunter maintains
high performance not only for private fine-tuning LLMs but also for
GPT-40 mini and Claude 3.7 Sonnet, indicating its good compatibility
and extendibility to more diverse LLMs. For new, entirely unseen
LLMs (i.e., DeepSeek-v3, GLM-4-Air, and Qwen3-8B-Base), Phan-

3https://openai.com/index/gpt-4o-mini-advancing-cost-efficient-i
ntelligence/

4https ://www.anthropic.com/news/claude-3-7-sonnet

Shttps://github.com/deepseek-ai/DeepSeek-V3

https://github.com/zai-org/GLM-4

7h1:tps ://huggingface.co/Qwen/Qwen3-8B


https://openai.com/index/gpt-4o-mini-advancing-cost-efficient-intelligence/
https://openai.com/index/gpt-4o-mini-advancing-cost-efficient-intelligence/
https://www.anthropic.com/news/claude-3-7-sonnet
https://github.com/deepseek-ai/DeepSeek-V3
https://github.com/zai-org/GLM-4
https://huggingface.co/Qwen/Qwen3-8B
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Table 6 Generalization performance comparison among different methods (%), tested
on the DetectRL benchmark. The two best results are bolded and underlined, respec-
tively.

Method Flguman Flgen FlMacro
RoBERTa 00.00 78.71 39.36
T5-Sentinel 26.87 57.32 42.09
SeqXGPT 81.04 67.25 74.15
DetectGPT 61.90 54.91 58.41
DNA-GPT 67.58 60.77 64.18
FastDetectGPT 74.04 64.65 69.35
DeTeCtive 48.17 63.86 56.02
PhantomHunter 84.82 76.15 80.22
w/o BFE 56.21 71.20 63.70
w/o CL 75.45 67.29 71.37
w/o MoE 64.64 72.63 68.64

tomHunter also demonstrates strong generalization capabilities.

Table 7 Performance on LLMs beyond known families by adding the “others” family
class. PhantomHunter generalizes to GPT-40 mini, Claude-3.7 Sonnet, entirely unseen
LLM families (DeepSeek-v3 and GLM-4-Air), and different versions within the same
series Qwen3-8B-Base.

Model TPR19rpPR FlHuman FlGen Flmacro

Known families (seen during training)

LLaMA-cs 99.90 97.56  99.76  98.66

Mistral-cs 99.90 98.04 99.80 98.92

Gemma-cs 99.87 97.56 99.68 98.62

Qwen-cs 98.98 93.02 9941 96.22
Others (seen during training)

GPT-40 mini 99.67 97.56  99.17 98.37

Claude 3.7 Sonnet ~ 100.00 98.04 99.50 98.77
Others (unseen during training)

DeepSeek-v3 99.40 98.04 98.11 98.08

GLM-4-Air 99.77 98.04 98.11 98.07

Qwen3-8B-Base 97.12 96.52  96.74 96.63

Robustness to Larger Fine-tuning Scales. To further examine whether

family-level traits remain useful under stronger fine-tuning, we evaluate
PhantomHunter on checkpoints fine-tuned with larger corpora, ranging
from 25M to 100M tokens. As shown in Table 8, PhantomHunter re-
mains stable under LoRA fine-tuning and full fine-tuning on arXiv-CS,
while full fine-tuning on Q&A-finance is more challenging and repre-
sents a boundary case. Even under the 100M-token setting, the results
indicate that family-aware signals are not fully erased by larger-scale
fine-tuning in our evaluated settings.

Deployment Efficiency and Cost Analysis. In practical black-box de-

tection applications, deployment cost is a key bottleneck. We therefore
compare the training and inference costs of PhantomHunter with repre-
sentative baselines, focusing on the trade-off between one-time training
overhead and repeated inference cost in real-world deployment.

1) Experiment Setup: For the efficiency evaluation, we measure

Table 8 Robustness of PhantomHunter under larger fine-tuning scales

Type Dataset 25M 50M 75SM 100M
LoRA arXiv-CS 94.30 93.98 92.58 91.09
Q&A-finance 94.55 94.55 99.09 96.36
Full arXiv-CS 97.42 96.72 97.81 97.50
Q&A-finance 90.00 90.00 85.45 85.45

Table 9 Inference efficiency comparison with training-based baselines.
Method Latency (ms) GPU Memory (GB)
RoBERTa 9.45 0.51
g DeTeCtive 9.84 1.00
o DALD 92.02 26.89
&  T5-Sentinel 118.13 11.66
SeqXGPT 20,829.45 59.16
g PhantomHunterg,ge 20,799.25 59.77
©  PhantomHunterp;oxy 14.29 0.63

the end-to-end inference latency and peak GPU memory usage of each
method using 256-token inputs on a single NVIDIA A800 GPU. For
RoBERTa and DeTeCtive, we report the cost of their encoder-based
classification pipelines, where ROBERTa uses a RoOBERTa-base binary
classifier, and DeTeCtive uses its SimCSE-RoBERTa-based feature
extractor with the downstream prediction module. For T5-Sentinel,
we measure the full T5-based detector inference pipeline. For DALD,
we follow its original surrogate-model setting and measure inference
with the aligned LLaMA2-7B surrogate model. For SeqXGPT, we
report the full end-to-end cost, including autoregressive probability-
feature extraction with the required surrogate LL.Ms and the subsequent
classifier. For PhantomHunterg,se, the latency and memory include
probability feature extraction from the four deployed base LLMs and
the family-aware detector. For PhantomHunterpyoy, the four base
LLMs are replaced by the lightweight proxy module, so inference
only requires the RoOBERTa-base encoder, the two-layer MLP, and the
family-aware detector. All methods use the same parameter settings
as in the main experiments.

2) Training Cost Trade-offs: PhantomHunter incurs additional com-
putation during training because the proxy needs supervision from the
base LLMs. Specifically, fitting the proxy targets requires deploying
four 7B-parameter LLMs to perform sampling and obtain real logits.
In addition, the proxy module, consisting of an approximately 125M-
parameter ROBERTa encoder and a two-layer MLP, is trained to learn
and project the proxy representations. With all base models loaded
in FP16 precision, a training batch size of 64, and a maximum proxy
sequence length of 256 tokens, the training process requires approx-
imately 60 GB of GPU memory. Notably, this cost is paid during
training and proxy construction, rather than during deployment.

3) Inference Cost Advantages: The main advantage of the proxy
module appears at inference time. Many probability-based or feature-
based detectors require expensive model queries for each input. For ex-
ample, DALD relies on a 7B-parameter surrogate LLM, T5-Sentinel re-
quires a large T5-style detector, and SeqXGPT requires deploying four
proxy LLMs to extract autoregressive sequence features. Similarly,
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Table 10  F1 scores for family classification of unseen fine-tuned LLM-generated texts.

Dataset LLaMA Mistral Gemma Qwen Flyacro
arXiv Full 75.61 63.71 95.76 87.21 80.57
LoRA 78.32 77.30 56.63 79.11 72.84

Q&A Full 82.63 50.29 66.29 56.89 64.03
LoRA 68.21 50.18 71.82 61.10 62.83

Table 11 Linguistic statistics for human reference texts and misclassified model-
generated samples on the arXiv-Full test subset. The results are computed over the 1214
samples misclassified by the family classifier. TTR denotes the percentage of unique
words in the total number of words, AvgLen denotes the average number of characters
per word, and Punct, Clause, Modal, and Pron denote punctuation marks, approximate
clause markers, modal verbs, and pronouns per 100 words, respectively.

Family TTR AvglLen Punct Clause Modal Pron
Human  0.711 5.98 13.06 7.56 0.40 4.67
Gemma  0.954 5.86 10.91 5.99 0.85 5.14
Qwen 0.586 5.60 11.06 8.15 0.76 6.52
LLaMA  0.751 5.76 12.04 7.66 0.60 6.59
Mistral 0.735 5.71 12.20 7.79 0.62 6.63

PhantomHunterg,se needs forward passes through four base LLMs, re-
sulting in a large inference footprint. In contrast, PhantomHunterp;oxy
removes this dependency by replacing the four base LLMs with a
lightweight RoOBERTa-base encoder and a two-layer MLP. As shown in
Table 9, this reduces latency from 20,799.25 ms for PhantomHuntergse
to 14.29 ms for PhantomHunterp;oxy on 256-token inputs, while GPU
memory decreases from 59.77 GB to 0.63 GB. Compared with Se-
gXGPT, which has a similar latency and memory footprint to the
base version of PhantomHunter, the proxy version reduces latency
by more than three orders of magnitude and requires less than 1 GB
GPU memory. Although RoBERTa and DeTeCtive are slightly faster,
PhantomHunterp;oxy remains in the same low-latency range while pro-
viding stronger robustness to unseen fine-tuned open-source LLMs,
shown in Table 3. These results indicate that the proxy design ef-
fectively amortizes the training-time cost and makes PhantomHunter
practical for repeated large-scale inference.

4.6 Exploration of Source Family Prediction

Results of Source Family Prediction. Besides enhancing the learning
of the LLMGT detection head, the introduction of a family classifier
makes it possible to provide a source family prediction simultane-

ously, which facilitates further forensics analysis and may improve
users’ trustworthiness in the detector. Table 10 previews the current
performance of known family prediction. The performance is mixed.
The highest F1 score exceeds 95% while the lowest is below 55%,
demonstrating that the family prediction is far more challenging than
LLMGT detection and the current design requires improvement for
family prediction. Recalling the main results, this also implies that
even a moderate family-aware learning could bring performance im-
provement, indicating that its potential remains to be further explored.
Case Analysis. To better understand the limitations of the current fam-
ily classifier, we examine representative misclassified samples from
the arXiv-Full subset and contextualize them with linguistic statis-

tics of the misclassified cases. As shown in Table 11, the Human
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row is computed over all human reference texts, while each model-
family row is computed only over samples misclassified by the family
classifier. All statistics are first computed at the sample level and
then averaged within each group. Word tokens are extracted using a
regular-expression-based tokenizer over alphabetic, hyphenated, and
apostrophe-containing forms. Our observations reveal several charac-
teristic patterns:

1) The Gemma family exhibits highly distinctive and simplified
Compared with human, LLaMA, Mistral, and
Qwen texts, Gemma shows the highest lexical diversity (TTR = 0.954)
and lower punctuation and clause-marker densities (Punct = 10.91,

syntactic behavior.

Clause = 5.99). This extreme combination of “high diversity + low
structural complexity” results in a unique feature island that the detector
can recognize reliably.

2) The Qwen family shows a different signature. It has the lowest
lexical diversity among all families (TTR = 0.586), indicating stronger
lexical reuse, and it also uses shorter words on average (AvglLen =
5.60). In addition, Qwen exhibits relatively high clause-marker density
8.15) and modal density (Modal = 0.76), producing a
characteristic lexical-syntactic profile that helps the classifier isolate
this family.

(Clause =

3) For LLaMA and Mistral families, their clause-marker density
and punctuation usage closely resemble human texts. This presents
the most challenging cases. To further visualize this overlap, Table 12
presents three same-prompt examples, including a human text and
two model-generated samples from LLaMA and Mistral. The high-
lighted cues correspond to the linguistic dimensions reported in Ta-
ble 11, including token reuse, clause/discourse markers, punctuation,
and pronouns. Their aggregate statistics are close to human writing
across multiple dimensions: clause density (7.66 and 7.79 vs. 7.56
for human), punctuation density (12.04 and 12.20 vs. 13.06), lexical
richness (TTR 0.751 and 0.735 vs. 0.711), and average word length
(5.76 and 5.71 vs. 5.98). Because no single surface feature distinctly
differentiates these models from humans, the classifier often confuses
them with each other.

Overall, Gemma and Qwen present more distinctive aggregate fea-
ture profiles, whereas LLaMA and Mistral cluster more closely with
human writing across multiple linguistic dimensions. This helps ex-
plain why the classifier performs more reliably on the former and
produces more confusion on the latter.

H 5 Related Works
LLM-Generated Text Detection.
LLM-generated text detection has become an important research

topic as LLMs are increasingly used in writing, education, news pro-
duction, DeepResearch. From a corpus-linguistic perspective, LLMs
deviate from human text in systematic lexico-grammatical patterns,
and the degree of deviation varies across models, domains, and regis-
ters [30,31]. This observation motivates a broad line of studies that
attempt to distinguish human-written and machine-generated text.
Existing methods can be categorized as model-based and metric-
based ones. Model-based approaches train neural detectors to distin-
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Table 12 Three examples from the arXiv-Full subset. Blue marks TTR reused tokens, light blue marks approximate clause/discourse cues, pink marks punctuation cues, and

red marks pronouns.
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we investigate how to handle non-rectified A images

Methods such as SfM and multi-view stereo

images are rectified , i.e., each camera’s principal point 'is at the center of | its

the epipolar geometry |of ' the
especially |for uncalibrated

in existing pipelines .

We introduce 'a novel perspective-n-point ( PnP ) algorithm that solves | for both |the absolute orientation and position of an image while

Mistral

Words: 124 TTR: 0.77

guish human from LLM-generated text by analyzing textual charac-
teristics. Early work fine-tunes pretrained models [32,33] on labeled
corpora, capturing textual characteristics. More recent methods pursue
richer representations, exploiting semantic features [5,26,34] and self-
familiarity [35]. Li et al. [36] further study detection in the streaming
content monitoring, moving from post-hoc judgment to early interven-
tion by identifying harmful LLM outputs during generation and stop-
ping unsafe continuations in real time. Model-based methods often
sets similarity metrics based on LLMs’ output probability or behavioral
characteristics [22,37-39]. There are also methods that leverage LLMs
themselves to derive detection signals for LLM-generated text [40,41].
Recent methods collectively address different aspects of the LLM de-
tection challenge, from data efficiency [42], to generalizability across
models and domains [43], and training paradigms [44]. However,
existing methods and evaluation benchmarks [29,45,46] focus on pub-
licly known LLMs. Such ignorance leads to detectors’ unsatisfying
performance when countering texts from privately-tuned LLMs, as we
experimentally showed before.

One possible solution is to add model-specific watermarks into
LLM outputs as identifiers [47-49], which in principle allows tracing
text back to its source. However, this approach imposes non-trivial

infrastructure costs on LLM providers, requires coordinated adoption
across the ecosystem, and remains vulnerable to adversarial attacks that
can distort or remove watermark signals without substantially degrad-
ing text quality [S0-52]. PhantomHunter pursues a complementary,
watermark-free direction: rather than relying on embedded identifiers,
it learns to detect privately-tuned LLM text by exploiting family-level
distributional traits that persist across fine-tuning, and it can be com-
bined with watermarking defenses to provide a more comprehensive
detection layer.

Family Analysis of LLMs. Analyzing commonalities and uniqueness

of LLMs from a family perspective yields a deep understanding of
LLMs’ relationship [53], which is useful for LLM attributions [6, 54]
and LLMs’ license violation detection [55]. As shown in [56,57], the
family factor could influence text detectability and detectors’ general-
izability. However, they only investigated the base models of different
sizes, ignoring the unseen privately-tuned LLMs that we focus on in
this research. In this work, we construct a new dataset containing texts
generated by 48 LLMs that were privately fine-tuned with a domain-
specific corpus with two types of fine-tuning approaches. Our study is
expected to provide new knowledge about the LLMGT’s detectability
from the perspective of LLM post-training processes.
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B 6 Conclusion and Discussions

We proposed PhantomHunter, which is specialized to improve the
detection performance of text generated by unseen, privately-tuned
LLMs. We first experimentally revealed that fine-tuning open-source
base models would significantly lower the detectability of generated
text, and then addressed this issue via family-aware learning to capture
shared traits in each LLM family. Comparison experiments with 9
baselines and 11 industrial services confirmed PhantomHunter’s su-
periority. Further analysis exhibited that PhantomHunter has good
compatibility and extendibility to better adapt to real-world situations.
Discussions on Limitations. Though PhantomHunter showcases how
to tackle the performance degradation issue when encountering texts

generated by privately-tuned LLMs based on widely-known open-
source ones, we also identify the following limitations of PhantomHunter,
which may influence the real-world implementation. First, the current
version only supports binary classification between human-written and
LLM-generated text, plus the possible family source for a suspicious
LLM-generated text piece. It does not provide fine-grained sentence-
or token-level annotations [10], and the current performance of iden-
tifying family sources is moderate. Second, due to the experimental
cost constraint, our experiment only covered several common LLM
families, and the performance on other families like DeepSeek [58,59]
remains unknown. Third, training the proxy module still requires
locally deployed base LLMs to extract target features, increasing the
training memory cost and computational overhead, although the de-
ployed detector no longer requires these base LLMs at inference time.
Therefore, these directions require further exploration, and we ad-
vocate for more industrial solutions to improve the trustworthiness and
efficiency of LLMGT systems. Meanwhile, it is not recommended that
the feedback of PhantomHunter serve as a sole basis for real-world ac-
tions (e.g, disciplinary action against any student). Additional harmful
content detection [36,60,61] and human verification [62] are needed.
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B Appendices
Introduction and Implementation of Compared Baselines

e RoBERTu [5]: A fine-tuned RoBERTa [32] that uses semantic features
to distinguish between human and Al-generated text, which has been
adopted as a typical baseline for this task.

* T5-Sentinel [20]: A model based on T5 [33] that treats token prediction
as implicit classification to detect generated text.

e SegXGPT [10]: A white-box method that treats token probability lists as
waveforms and applies CNN and attention networks for detection. In the
experiments, we use Mistral-7b [17], Llama-2-7b-chat [15], Qwen2.5-
7B-Instruct [18], and gemma-7b [16] as white-box models to compute
the probability lists.
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e DNA-GPT [21]: A source-attribution method that leverages multiple
regenerations to identify model-specific statistical fingerprints, func-
tioning in both black-box and white-box settings. In the experiment,
we adopted the white-box setting and selected Llama-2-7b-chat [15] as
the proxy base model, with re-generations num N = 10, the truncation
ratio y = 0.5, and max new tokens num ¢ = 250. Since this method is
training-free, we conducted a grid search for the classification thresh-
old with a step size of le-4, and reported the best result as the upper
performance bound of this method.

DetectGPT [22]: A zero-shot detection approach that identifies Al-
generated text by comparing the probability of original passages against
multiple perturbed variants without requiring model fine-tuning. In

the experiment, we selected T5-3B [33] as the mask-filling model, and
Llama-2-7b-chat [15] as the proxy base model, with the number of
perturbations set to 100. In the experiment, we follow a similar imple-
mentation to DNA-GPT.

 Fast-DetectGPT [23]: An efficient improvement over DetectGPT that
introduces the concept of conditional probability curvature to iden-
tify machine-generated text, while significantly reducing computational
overhead through optimized perturbation sampling strategies that main-
tain or enhance detection performance. In the experiment, we selected
gpt-neo-2.7b [63] as the sampling model and the scoring model.

e TDT [24]: A detection method based on Temporal Discrepancy Tomog-
raphy, which computes token-level statistical discrepancies between a
reference (base) model and a scoring model to capture how much each
token deviates from the expected likelihood under the reference distri-
bution. Following the original paper’s setup, we use Llama-2-7B as
the reference model and Llama-2-7B-Chat as the scoring model, with a
maximum token length of 512. We evaluate two variants: TDTtpreshold,
a training-free threshold-based detector using the scalar TDT score, and
TDTsyr, a supervised variant that trains an SVR on the development
set using the three TDT wavelet-band features.

* DALD [25]: A plug-and-play framework designed to enhance logits-
based detectors in black-box settings.
methods, DALD aligns the surrogate model’s probability distribution
with that of the unknown target model. The aligned surrogate model
significantly improves curvature-based or probability-divergence—based

Unlike prior surrogate-based

detection metrics. Following the original paper’s setup: Fine-tuning the
surrogate model, LLaMA2-7B, on the WildChat dataset.

DeTeCtive [26]: DeTeCtive combines multi-level contrastive learning
and multi-task auxiliary learning methods to enable fine-grained feature

extraction that captures relationships between different text sources. In
the experiments, We use SimCSE-RoBERTa-base [64] as the pretrain
model. To preserve the original semantic space and prevent overfitting,
we freeze the model’s embedding layer during training. During testing,
we adopt a KNN-based retrieval strategy using the validation set to
automatically determine the optimal number of neighbors K within the
range of 1 to 5, which is then used for predicting out-of-distribution
data.

Introduction of Compared Commercial Detectors
The considered commercial detectors are as follows®:

80fficial Pages: https://help.aliyun.com/document_detail/2979119.html,
https://www.aiornot.com/, http://ruimei.ruijianai.com/, https://
phrasly.ai/ai-detector, https://sapling.ai/, https://cloud.tenc
ent.com/document/product/1124/118694, https://gptzero.me, https:
//www.zerogpt.com, https://originality.ai, https://www.turnitin.com,
https://copyleaks.com
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http://ruimei.ruijianai.com/
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Aliyun: The Content Moderation Service provided by Aliyun offers an
Al-generated text detector, which analyzes the input content and returns
judgment labels along with a confidence score. We truncate the input
text if it exceeds the maximum length constraint of 600.

AlorNot: AlorNot provides the continually updated detector trained on
the latest generative models to provide a clear verdict and a confidence
score for text provenance.

BlueEyes: A text auditing service launched by Ruijian Al, which sup-
ports LLM-generated text detection in Chinese and English. We access
the API equipped with the latest version.

Phrasly.ai: A detection service that identifies patterns in language,
sentence structure, and predictability. It claims a 99.8% accuracy rate
in distinguishing human-written text from LLM-generated text from
ChatGPT, Claude, and Gemini.

Sapling: Sapling Al Content Detector leverages a Transformer-based

system, similar in architecture to the models used to generate Al content.
It is designed to detect text from various LLMs such as GPT-4, Claude,
and Gemini. The official documentation reports an accuracy of 97%
with a <3% false positive rate.

TencentCloud: The Al-generated text detection service from Text Mod-
eration System of Tencent’s T-Sec series. It performs detection by
analyzing both its formal features and content characteristics, and cov-
ers mainstream LLMs and diverse domains. The maximum input length
is 10,000 characters.

GPTZero: One of the most widely used Al detectors that utilizes a

multi-step approach with seven components to analyze text, boasting
high accuracy for major LLMs. Independent benchmarks often rank it

as a leader in precision.

ZeroGPT: A popular detection tool that employs sophisticated algo-
rithms trained on millions of articles. It provides a percentage-based
score to indicate varying levels of Al probability.

Originality.ai: Its Al detector is claimed to be highly sensitive to the
latest LLMs (like GPT-4.5 and Claude 3.7). We use the standard version.
Turnitin: Turnitin integrated Al writing detection into its similarity re-
port workflow. Its model is built on a transformer deep-learning archi-
tecture specifically trained to identify human writing versus generative
AL

Copyleaks: It offers high-accuracy Al detection (over 99%) with a very
low false-positive rate (0.2% as claimed) and is capable of detecting
Al-generated text that has been heavily paraphrased.
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